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Health data, ethics, and governance: pathways to the common good in global health in contexts
of power asymmetries, accelerated digitalization, and health vulnerabilities
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ABSTRACT

Introduction: The exponential growth of health data, including electronic health records and information collected
outside traditional healthcare settings, presents unprecedented opportunities and ethical challenges for global health.
Accelerated digitalization and the influence of technology corporations increase vulnerabilities and inequalities,
demanding a reassessment of health governance frameworks, particularly in contexts marked by power asymmetries.
Objective: This study aims to analyze the ethical and governance challenges arising from the expansion of health
data ecosystems in global health and to propose pathways oriented toward the common good, ensuring that data-
driven initiatives reduce vulnerabilities and promote equity. Methodology: A qualitative literature review was
conducted, covering studies, reports, and policy documents published between 2015 and 2025. Selection criteria
included relevance, currency, and reliability, focusing on types of data, actors involved, trends in data collection and
circulation, and the role of health data in surveillance and crisis response. Results and Discussion: Findings reveal
that power asymmetries shape the production, control, and use of health data, highlighting practices of data
colonialism that limit local autonomy and reinforce global inequalities. The increasing use of digital technologies
and artificial intelligence offers opportunities for epidemiological surveillance and innovation but raises ethical risks
related to privacy, commercial exploitation, and digital exclusion. Governance models oriented toward the common
good require transparency, social participation, protection of vulnerable populations, and international cooperation
to ensure equitable distribution of the benefits of health data. Conclusion: Implementing participatory and ethical
health data governance frameworks is essential to strengthen local sovereignty, reduce inequalities, and establish a
foundation for health data justice. Such approaches ensure that health data advance collective well-being and
contribute to a more equitable global health landscape.
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RESUMEN

Introduccion: El crecimiento exponencial de los datos de salud, incluidos los registros electronicos de salud y la
informacién recopilada fuera de los entornos tradicionales de atencion sanitaria, presenta oportunidades sin
precedentes y desafios éticos para la salud global. La digitalizacion acelerada y la influencia de las corporaciones
tecnologicas aumentan las vulnerabilidades y las desigualdades, lo que exige una reevaluacion de los marcos de
gobernanza en salud, especialmente en contextos marcados por asimetrias de poder. Objetivo: Analizar los desafios
éticos y de gobernanza derivados de la expansion de los ecosistemas de datos de salud en la salud global y proponer
vias orientadas al bien comun, garantizando que las iniciativas basadas en datos reduzcan las vulnerabilidades y
promuevan la equidad. Metodologia: Se realiz6 una revision cualitativa de la literatura, que abarcé estudios, informes
y documentos de politicas publicados entre 2015 y 2025. Los criterios de seleccion incluyeron relevancia, actualidad
y confiabilidad, con énfasis en los tipos de datos, los actores involucrados, las tendencias en la recopilacion y
circulacion de datos, y el papel de los datos de salud en la vigilancia y la respuesta a crisis. Resultados y Discusion:
Los hallazgos revelan que las asimetrias de poder configuran la produccion, el control y el uso de los datos de salud,
poniendo de manifiesto practicas de colonialismo de datos que limitan la autonomia local y refuerzan las
desigualdades globales. El uso creciente de tecnologias digitales y de inteligencia artificial ofrece oportunidades para
la vigilancia epidemioldgica y la innovacion, pero plantea riesgos éticos relacionados con la privacidad, la
explotacion comercial y la exclusion digital. Los modelos de gobernanza orientados al bien comin requieren
transparencia, participacion social, proteccion de las poblaciones vulnerables y cooperacidon internacional para
garantizar una distribucion equitativa de los beneficios de los datos de salud. Conclusion: La implementacion de
marcos participativos y éticos de gobernanza de datos de salud es esencial para fortalecer la soberania local, reducir
las desigualdades y sentar las bases para la justicia de los datos en salud. Estos enfoques garantizan que los datos de
salud promuevan el bienestar colectivo y contribuyan a un panorama de salud global mas equitativo.

Palabras clave: Registros Electrénicos de Salud. Salud Global. Etica. Gobernanza en Salud. Cooperacion Técnica.

RESUMO

Introducio: O crescimento exponencial dos dados em saude, incluindo prontudrios eletronicos e informacdes
coletadas fora dos ambientes tradicionais de atencdo a saude, apresenta oportunidades inéditas e desafios éticos para
a saude global. A digitalizagdo acelerada e a influéncia de corporacdes tecnologicas ampliam vulnerabilidades e
desigualdades, exigindo a reavaliagdo dos marcos de governanga em satde, especialmente em contextos marcados
por assimetrias de poder. Objetivo: Analisar os desafios éticos e de governanga decorrentes da expansdo dos
ecossistemas de dados em saude na saude global e propor caminhos orientados ao bem comum, assegurando que
iniciativas baseadas em dados reduzam vulnerabilidades e promovam a equidade. Metodologia: Foi realizada uma
revisdo qualitativa da literatura, abrangendo estudos, relatorios e documentos de politicas publicados entre 2015 e
2025. Os critérios de seleg@o incluiram relevancia, atualidade e confiabilidade, com foco nos tipos de dados, nos
atores envolvidos, nas tendéncias de coleta e circulagdo de dados e no papel dos dados em satde na vigilancia e na
resposta a crises. Resultados e Discussdo: Os achados revelam que as assimetrias de poder moldam a produgdo, o
controle e o uso dos dados em saude, evidenciando praticas de colonialismo de dados que limitam a autonomia local
e reforcam desigualdades globais. O uso crescente de tecnologias digitais e de inteligéncia artificial oferece
oportunidades para a vigilancia epidemiologica e a inovag@o, mas levanta riscos éticos relacionados a privacidade, a
exploragdo comercial e a exclusdo digital. Modelos de governanga orientados ao bem comum requerem
transparéncia, participacdo social, prote¢do de populagdes vulneraveis e cooperacdo internacional para garantir a
distribui¢@o equitativa dos beneficios dos dados em saude. Conclusfao: A implementacao de marcos participativos e
éticos de governanca de dados em saude € essencial para fortalecer a soberania local, reduzir desigualdades e
estabelecer as bases para a justi¢a dos dados em saude. Tais abordagens asseguram que os dados em saude promovam
o bem-estar coletivo e contribuam para um cendrio de satide global mais equitativo.

Palavras-chave: Prontuarios Eletronicos de Saude. Saude Global. Etica. Governanga em Satde. Cooperagio
Técnica.
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1 INTRODUCTION

The exponential growth in the collection and utilization of health-related data, encompassing
everything from electronic health records to data gathered outside traditional healthcare contexts, presents
both unprecedented opportunities and significant ethical challenges for global health (Holly et al., 2023;
Shaw & Sekalala, 2023).

This surge is fueled by accelerated digitalization and the pervasive influence of technology
corporations, raising critical questions about health equity and social justice (Shaw & Sekalala, 2023).

This necessitates a re-evaluation of existing governance frameworks to ensure that the benefits of
data-driven healthcare are equitably distributed, particularly in contexts marked by significant power
asymmetries and heightened health vulnerabilities (Shaw & Sekalala, 2023).

The proliferation of digital health technologies, especially amplified by events like the COVID-19
pandemic, has further intensified the demand for diverse health data, including patient information, staff
metrics, disease surveillance, and treatment outcomes, thereby underscoring the urgent need for robust
ethical and governance frameworks (Fast, 2023; Silva et al., 2025).

This expansion highlights the imperative for strengthened health data governance, driven by a
growing consensus among stakeholders on maximizing public value while safeguarding individual rights
and fostering trust in data sharing (Holly et al., 2023). This re-evaluation must explicitly address the
implications of commercial exploitation of personal health data within a global political economy that often
entrenches historical inequalities (Couldry & Mejias, 2020).

Power asymmetries between countries, institutions, and private actors shape how health data are
produced, accessed, and used. These imbalances often take the form of health data colonialism, whereby
actors with greater technical and financial capacity extract data from resource-constrained settings and
repurpose them for commercial profit or strategic insight, frequently without delivering proportional
benefits to the communities from which the data originate (Couldry & Mejias, 2020; Shaw & Sekalala,
2023).

Such extractive practices reflect a broader logic of techno-solutionism, in which technological
interventions are privileged over efforts to address the structural, social, and institutional determinants of
health. Rather than mitigating inequities, this approach risks reinforcing existing global health disparities
(Shaw & Sekalala, 2023).

This paper seeks to analyze the ethical and governance challenges arising from the rapid expansion
of health data ecosystems in global health, particularly in regions characterized by pronounced power

imbalances and susceptibility to health crises. It aims to propose pathways toward a common good
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framework that explicitly addresses these complexities, ensuring that data-driven health initiatives
genuinely serve to reduce vulnerabilities and promote health equity. Specifically, this analysis will delve
into the risks associated with unrestricted collection and transfer of personal health data, examining the
broader implications of the burgeoning health data sector on global social power dynamics (Couldry &

Mejias, 2020).
2 LITERATURE REVIEW

This literature review examines the multiple and often contested conceptualizations of the common
good within data-intensive healthcare, with particular attention to how the intensified extraction and
circulation of health data frequently justified through promissory narratives of innovation, efficiency, and
improved outcomes reconfigures healthcare goals and priorities.

Such promissory framings tend to privilege data-driven and technologically mediated solutions,
potentially marginalizing non-digital, community-based, or structural interventions that may be more
appropriate for addressing complex and context-specific health challenges (Gron, 2021).

Sharon argues that any contemporary understanding of the common good in health data governance
must be situated within the broader political economy of digital capitalism and acknowledge the plurality
of competing goods at stake. From this perspective, developing normative frameworks requires careful
balancing: advancing collective well-being while simultaneously safeguarding other essential common
goods, such as equity, autonomy, solidarity, and democratic accountability, which risk being undermined
by unchecked datafication and market-driven logics (Grén, 2021).

Consequently, neglecting to integrate diverse stakeholder perspectives, including those from
ethicists, regulators, and research participants, in the development of ethical frameworks for digital health
risks perpetuating existing social inequalities and even fostering discrimination (Neff, 2019).

Moreover, the increasing complexity of digital health ecosystems introduces significant
interoperability challenges across diverse infrastructures and datasets, thereby diminishing users' control
over the trajectory of their health data within seamless models of data-driven healthcare (Gonzalez-Polledo,
2018).

In the contemporary landscape of global health, health data play a central and multifaceted role,
encompassing everything from individual clinical records and population-level data to digital information

generated by mobile devices, online platforms, big data, and artificial intelligence applications.
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This pervasive integration highlights the growing urgency to understand global perspectives on
personal information sharing, especially as digital health technologies advance rapidly and increase the
demand for health data for secondary uses such as personalized treatments and research (Alam et al., 2024).

These data are produced, collected, and utilized by a broad network of actors, including national
governments, international organizations such as the WHO, research institutions, the private sector,
technology companies, and global digital platforms, which expands both the opportunities for innovation
and the challenges of governance.

This complex interplay often leads to a privatization of health data infrastructures and research,
raising concerns about transparency in data governance and the potential for informational asymmetry
favoring corporate interests over public and civic needs (Batifoulier & Diaz-Bone, 2022).

There is a growing trend toward digitalization, transnational integration of databases, and the use of
advanced analytics to support health decision-making, driven by the expansion of digital technologies and
the global circulation of information. This rapid digital transformation within healthcare, termed 'health
4.0', necessitates a re-evaluation of existing governance structures to address emerging ethical dilemmas
related to data ownership, access, and equitable benefit distribution (Brall et al., 2019).

In this context, data are essential for epidemiological surveillance, early risk identification,
monitoring of social and environmental determinants, as well as for the prevention of and rapid response
to health crises, as demonstrated during recent pandemics, while simultaneously raising ethical, political,
and legal debates around sovereignty, privacy, and global inequalities.

The increasing reliance on digital health technologies for personalized medicine, often involving
networked resources and the aggregation of diverse data types, intensifies concerns regarding data
protection, privacy, and the potential for misuse, including discriminatory practices and surveillance (Bak
et al., 2023).

This necessitates a comprehensive re-evaluation of ethical frameworks to safeguard individual
rights while leveraging the potential of digital health for public good, especially considering the commercial
pressures for expanding Al in the health sector (Couldry & Mejias, 2020). Such frameworks must critically
assess the implications of digital surveillance practices, which can deter individuals from seeking or sharing

sensitive health information due to concerns about anonymity (Strange & Tucker, 2023).
3 METHODOLOGY

This study adopted a qualitative literature review approach, focusing on studies, reports, and

documents on health data in global health published over the last ten years. Academic sources, reports from
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international organizations, public policy documents, and publications from the private sector were selected
using keywords such as “health data,” “global health,” “big data,” “digital health,” and “artificial
intelligence in health.” The analysis focused on identifying types of data, actors involved, trends in data
collection and circulation, as well as the role of these data in surveillance and crisis response. Selection and
interpretation of the materials followed criteria of relevance, currency, and reliability, allowing the synthesis
of patterns, challenges, and gaps in the existing literature.

The following databases were consulted for the selection of materials: PubMed, Scopus, Web of
Science, Embase, Google Scholar, and databases from international organizations such as the WHO (World
Health Organization), World Bank, and PAHO (Pan American Health Organization). The search included
academic articles, official reports, policy documents, and private sector publications published between
2015 and 2025, using terms related to health data, global health, big data, digital health, and artificial
intelligence.

The inclusion criteria were: (i) studies, reports, or documents published between 2015 and 2025;
(11) materials addressing health data in the context of global health; (iii) publications in English, Spanish,
or Portuguese; (iv) studies discussing types of data, actors involved, trends in collection, use or circulation,
or the role of data in health surveillance and crisis response.

The exclusion criteria were: (i) materials outside the established period; (ii) studies focused
exclusively on national contexts without relevance to global health; (iii) opinion articles, non-systematic
reviews, or news reports; (iv) publications without full-text access.

The evaluation of the selected studies was conducted in two main stages. First, all titles and abstracts
retrieved from the databases were assessed for relevance to the topic, according to the predefined inclusion
and exclusion criteria. Next, the full texts of the selected materials were evaluated for methodological
quality, clarity of information, and reliability of the sources, prioritizing documents from international
organizations, peer-reviewed articles, and official reports.

The extracted information was organized into a summary table, enabling the identification of

patterns, trends, gaps, and points of convergence in the literature on health data in global health.
4 RESULTS AND DISCUSSION

Power asymmetries in global health are particularly evident in the production, control, and
appropriation of health data, reflecting and reinforcing structural inequalities between countries of the

Global North and South (Ferretti et al., 2023).
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Health data, often presented as neutral or universal, are produced within systems that historically
favor the collection, storage, and analysis capacities of economically and technologically more powerful
actors (Ferretti et al., 2023).

This imbalance materializes in practices known as data colonialism or informational extractivism,
in which data collected in low- and middle-income countries are predominantly used, processed, and
monetized by companies, academic institutions, and organizations based in the Global North, often without
equitable return to the countries and communities that originated them (Ferretti et al., 2023).

These dynamics have profound implications for sovereignty and autonomy, limiting the capacity of
states and local populations to decide on the collection, use, and governance of their own health information
(Ferretti et al., 2023).

Moreover, they perpetuate health injustices by directing resources, policies, and interventions based
on external perspectives and interests, while local needs remain underrepresented or invisible. Recognizing
these asymmetries is crucial for rethinking data governance models, emphasizing principles of justice,
equity, and responsible information sharing, in order to promote truly inclusive and sustainable global
health (Ferretti et al., 2023).

This approach requires a paradigm shift towards models that empower local communities and
nations in the Global South to assert control over their health data, ensuring that the benefits derived from
such data are equitably distributed and contribute directly to local health improvements (Ferretti et al.,
2023).

The ethics of health data has emerged as a central concern in global health, highlighting the tension
between viewing data as a common good and its increasing commodification. While health data have the
potential to generate significant collective benefits including advances in epidemiological surveillance,
policy planning, and scientific innovation their treatment as a commodity raises ethical dilemmas related
to ownership, access, and commercial exploitation (Shaw & Sekalala, 2023).

The literature emphasizes the importance of grounding data collection, use, and sharing practices in
classical bioethical principles such as justice, equity, beneficence, non-maleficence, and autonomy,
ensuring that the benefits derived from data are distributed fairly and potential harms are minimized (Shaw
& Sekalala, 2023).

However, persistent issues of data colonialism, where actors from resource-rich settings leverage
digital technologies to acquire data from lower-resource contexts, often lead to the commercial exploitation

of health data with limited reciprocal benefit (Shaw & Sekalala, 2023).
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Issues of informed consent, privacy, and data protection are particularly critical in digital contexts
and in analyses involving big data and artificial intelligence, where secondary use of information can occur
without individuals’ explicit knowledge or approval. Moreover, the application of algorithms and Al in
health introduces additional ethical risks, including discriminatory biases, opaque decision-making, and the
reinforcement of structural inequalities (Reis et al., 2021).

The protection of vulnerable populations is therefore imperative, requiring legal, policy, and
technological safeguards to ensure that data do not reproduce injustices or exacerbate social exclusion.
Ultimately, the ethics of health data demands a careful balance between innovation, public utility, and
respect for human rights, ensuring that data advance collective health while safeguarding individual dignity
and autonomy (Reis et al., 2021).

This necessitates robust governance frameworks that address not only technical aspects of data
security but also the societal implications of data practices, especially concerning equitable access and

benefit-sharing (Reis et al., 2021).
Data Governance for the Common Good

Health data governance encompasses a set of principles, regulations, and practices that guide the
collection, use, sharing, and protection of information, aiming to maximize social benefits while
minimizing ethical and societal risks. Governance operates at multiple levels, from local management
within healthcare facilities and municipalities, to national frameworks establishing policies and regulatory
standards, and global initiatives involving international organizations, treaties, and transnational
cooperation (Reis et al., 2021).

Effective data governance frameworks are essential for ensuring that health data serve the common
good, particularly in an era of rapid digitalization and increasing data interconnectedness, necessitating
transparent mechanisms for community oversight and accountability (Reis et al., 2021).

Regulatory and institutional frameworks, such as the European Union General Data Protection
Regulation (GDPR), the Brazilian General Data Protection Law (LGPD), and WHO guidelines, establish
principles of transparency, accountability, and social participation, ensuring that decisions about data are
not dominated by powerful actors alone but incorporate public and community perspectives (Silva & Souza,
2022).

Governance models oriented toward the common good emphasize equity, protection of vulnerable
populations, responsible information sharing, and international cooperation, fostering a health data

ecosystem that prioritizes social utility over isolated commercial interests (Silva & Souza, 2022).
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This includes evaluating the benefits of health data beyond improved access to services, extending
to enhanced quality, efficiency, effectiveness, and sustainability of healthcare systems, as well as fostering

innovation and advancements in medical sciences (Silva & Souza, 2022).
Accelerated Digitalization and Health Vulnerabilities

The rapid digitalization of health, marked by the expansion of digital platforms, telemedicine, and
big data systems, has transformed how information is collected, analyzed, and utilized. Simultaneously, it
has generated new vulnerabilities, including technological dependency, data breaches, and potential biases
in artificial intelligence algorithms (Storey & Soshnikov, 2023).

These vulnerabilities are particularly pronounced in contexts with existing power asymmetries,
where accelerated digitalization can exacerbate disparities in access to technology, digital literacy, and data
governance capacity (Storey & Soshnikov, 2023).

This technological shift has ambivalent effects on health inequalities: while it can expand access to
services and improve epidemiological surveillance, it can also reproduce social exclusions, particularly
among populations with limited connectivity and digital literacy (Storey & Soshnikov, 2023).

In health emergencies, such as the COVID-19 pandemic, intensive data use created opportunities
for rapid response, real-time monitoring, and resource allocation, while also exposing ethical risks and
challenges to institutional legitimacy, including misinformation and erosion of public trust (“Transitioning
to Good Health and Well-Being,” 2022).

The push for digitalization, often framed as a solution to healthcare access disparities, has
inadvertently highlighted unequal access to its benefits, placing increased demands on patients to manage
their own health data and raising concerns about digital inequality and cognitive skills (“Transitioning to

Good Health and Well-Being,” 2022).
Case Studies or Empirical Examples

Empirical experiences provide crucial insights into the challenges and potential of health data
governance. In the Global South, ethical data-sharing initiatives have sought to strengthen local autonomy,
enhance public policy, and reduce structural inequalities (Erdogan et al., 2024; Robinson et al., 2020).

During COVID-19, data use for contact tracing, hospital bed monitoring, and epidemiological
modeling demonstrated both the value of digitalization and the risks associated with privacy and

concentration of informational power (Erdogan et al., 2024; Robinson et al., 2020).
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These cases underscore the imperative for nuanced approaches to digital health interventions,
ensuring that technological advancements do not inadvertently deepen existing disparities or compromise
fundamental rights (Erdogan et al., 2024; Robinson et al., 2020).

Other initiatives highlight international cooperation, such as open health data platforms or
collaborative programs between governments and research institutions, aiming to balance scientific
innovation with social justice (Erdogan et al., 2024; Robinson et al., 2020).

Lessons learned include the need for transparency, clear regulation, technological capacity-building,
and mechanisms for community participation, demonstrating that while data can generate significant global
benefits, improper use can perpetuate inequalities and constrain the sovereignty of vulnerable populations
(Shaw & Sekalala, 2023).

This underscores the importance of a "health data justice" approach, which seeks to build new norms
for health data governance centered on achieving health equity and mitigating the harms of existing colonial

systems of inequality (Shaw & Sekalala, 2023).
Pathways and Recommendations

Advancing toward ethical and equitable health data governance requires adopting guiding principles
that promote transparency, accountability, social participation, justice, and respect for individual autonomy.
These principles should inform both public policies and institutional practices, ensuring that data are used
for the common good rather than concentrated commercial or political interests (Holly et al., 2023).

Among the strategies to reduce power asymmetries are the promotion of equitable data sharing
between Global North and South countries, the development of local technological and analytical capacity,
and mechanisms for co-authorship and recognition of the communities that generate the data. Strengthening
local sovereignty and capacity involves investments in data infrastructure, human resource development,
data protection policies, and participatory governance, enabling states and communities to make informed
decisions about their own health information (Holly et al., 2023).

Guidelines for public policy and international cooperation should include the establishment of clear
regulatory frameworks, ethical data-sharing protocols, international standards for security and
interoperability, and multi-stakeholder dialogue forums involving governments, researchers, the private
sector, and civil Society (Holly et al., 2023).

Finally, the role of health professionals and civil society is central to implementing these
recommendations, as they are key actors in responsible data collection, ethical monitoring of digital

practices, and fostering a culture of trust and social responsibility in health (Holly et al., 2023).
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Furthermore, it underscores the critical need for participatory approaches that engage diverse
stakeholders, including patients and communities, in the co-creation of governance frameworks to ensure
relevance and legitimacy (Pellegrini & Lovati, 2025; Silva & Souza, 2022).

The analysis of the interplay between ethics, power, and health data governance demonstrates that
decisions regarding the collection, use, and sharing of information are not merely technical but deeply
political and normative, shaped by global power relations and structural inequalities (Pellegrini & Lovati,
2025; Silva & Souza, 2022).

The implications for global health and health systems are significant: ethical and inclusive
governance practices can strengthen epidemiological surveillance, evidence-based decision-making, and
the protection of vulnerable populations, while unequal or extractive approaches may exacerbate injustices
and limit local Sovereignty (Pellegrini & Lovati, 2025; Silva & Souza, 2022).

This study has certain limitations, including reliance on available literature, the predominance of
case studies and experiences from the Global North, and the lack of primary data from some Global South
regions, which may restrict the generalizability of the findings (Pellegrini & Lovati, 2025; Silva & Souza,
2022).

Nevertheless, the research provides important theoretical and practical contributions by integrating
debates on ethics, data colonialism, and governance, offering guidance for public policies, governance
models oriented toward the common good, and strategies to reduce power asymmetries in health data
management (Pellegrini & Lovati, 2025; Silva & Souza, 2022).

Furthermore, it underscores the critical need for participatory approaches that engage diverse
stakeholders, including patients and communities, in the co-creation of governance frameworks to ensure
relevance and legitimacy (Pellegrini & Lovati, 2025; Silva & Souza, 2022).

This study contributes to public health by highlighting how the increasing use of health data,
accelerated by digitalization and advanced technologies, presents both opportunities and ethical and social
risks, particularly in contexts of global inequality.

By analyzing practices of data colonialism and power asymmetries between countries and
institutions, it proposes governance models oriented toward the common good, promoting equity, protection
of vulnerable populations, transparency, community participation, and local sovereignty over health
information (Marcucci et al., 2023).

Furthermore, it provides guidance for evidence-based public policies, strengthening
epidemiological surveillance, health system planning, and crisis response, while also encouraging

responsible innovation and ethical use of artificial intelligence and big data. In this way, the study offers
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theoretical and practical foundations for building “health data justice,” ensuring that the benefits of data
collection and use are distributed fairly, contributing to the reduction of inequalities, the protection of
individual rights, and the advancement of global public health (Leslie et al., 2022).

This perspective emphasizes that a health data justice framework is essential for developing new
norms in health data governance that prioritize health justice as their core objective (Shaw & Sekalala,
2023).

Such an approach acknowledges that existing frameworks often fall short in addressing the unique
challenges faced by low- and middle-income countries, necessitating a concerted effort to foster equitable
data sharing and capacity building (Marcucci et al., 2023).

Furthermore, it underscores the need for robust regulatory frameworks that safeguard data privacy
and promote data sovereignty, especially given the rapid proliferation of digital health technologies (Leslie

et al., 2022; Shaw & Sekalala, 2023).
CONCLUSION

This concluding section synthesizes the critical insights from the preceding analysis, underscoring
the urgent need for an ethical, equitable, and justice-oriented approach to health data governance in a rapidly
digitalizing world marked by pervasive power asymmetries and heightened health vulnerabilities.

It emphasizes that techno-solutionism, despite its promises, often neglects the complex social,
institutional, and structural determinants of health, highlighting the necessity of a more holistic framework
for data use that foregrounds justice and equity.

Achieving this requires moving beyond interventions focused solely on user experience to embrace
deeper infrastructural and systemic changes that align health data systems with principles of data justice
and solidarity.

Central to this approach is fostering community engagement as a collective endeavor oriented
toward the public good, cultivating solidarity through shared interests, mutual responsibilities, and inclusive
participation.

The analysis further argues that framing data sharing primarily as an individual responsibility is
insufficient in data-intensive healthcare systems; it must be complemented by institutional and societal
commitments to justice, reciprocity, and recognition, ensuring that health data serve collective well-being

rather than solely individual or commercial interests.

p. 12
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Future research on health data ethics and governance should prioritize the development and
empirical evaluation of participatory, equity-oriented frameworks that integrate local communities, health
professionals, and policymakers in decision-making processes.

Such studies could examine how context-specific data governance models mitigate power
asymmetries between the Global North and South, ensuring that the collection, use, and sharing of health
data advance the common good while protecting individual rights.

Additionally, research should assess the impact of digitalization and Al-driven health technologies
on vulnerable populations, investigating strategies to prevent bias, discrimination, and data exploitation,

while promoting transparency, accountability, and sustainable public health outcomes.
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